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Signature based NIDS (Network Intrusion Detection System) e Q
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R. Samrin and D. Vasumathi, "Review on anomaly based network intrusion detection
system," 2017 International Conference on Electrical, Electronics, Communication,
Computer, and Optimization Techniques (ICEECCOT)
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Cyber Kill Chain
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Reconnaissance Delivery

Autackers gather information Sending the payload, typically
on the target, such as open via phishing emails or drive-by
ports or employee emails. downloads.

L 2 3

Weaponization
They prepare malware
payloads, often tying exploits
to malicious files or links.

Exploitation

The malicious code runs on
the target system, exploiting
a vulnerability.
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Actions on Objectives

They achieve their goal,
whether stealing data,
encrypting files, or disrupting
services.
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Installation

Malware establishes
persistence by installing
backdoors or trojans.

Command and Control (C2)

Attackers communicate with
the compromised system to
issue commands.

https://www.trendmicro.com/en_us/what-is/cyber-attack/cyber-kill-chain.html
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Anomaly Detection based NIDS (Al Based NIDS) e e
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Machine Learning / Deep Learning Models

Intrusion detection system classification taxonomy,
Ahmad, Zeeshan, et al. "Network intrusion detection system: A systematic study of machine learning and deep
learning approaches.” Transactions on Emerging Telecommunications Technologies. 2021.
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3D Coverage and open Space Researchlmsmg; .

Cai, Lin, et al. "Self-evolving and transformative protocol architecture for 6g." IEEE Wireless Communications, 2022.
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Customer service GenAl / LLM Video analytics Smart factory Autonomous driving Extended reality

Orchestration and Management

Joint orchestration of communication and computing resources

Al-and-RAN Al-for-RAN
Al for RAN

Al-driven Computing Functions RAN Functions

Accelerated Computing and Cloud Infrastructures

A high-level overview of AI-RAN,
Kundu, Lopamudra, et al. "AI-RAN: Transforming RAN with Al-driven Computing Infrastructure.”
arXiv preprint arXiv:2501.09007 (2025).



02

Communication
scenarios
change

ALO[H] HOF ZHM0A2] 6G HIEH

Self-Evolving Network

Communication scenarios reduction
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Communication scenarios increase

The Self-evolution mechanism under environment change,

Liu, Zihao, et al. "6G network self-evolution: Generating core networks.” 2023 IEEE International Conference
on Communications Workshops (ICC Workshops), 2023.
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Gen Al based Proactive Defense

Deception Obscures the Attack Surface and Disrupts Aftacks
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Gen Al based Proactive Defense - Use case RH013 .

Gen AIZ ssh terminal text@h A/
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Al Agent based CISO - Use case RH015 5
The role of the CISO

L{ 9| I:|-0Fo|- HOl atzq A|AEHI0]| — = ‘ /e Beaninternal and external security expert

Embed security information

Stay informed
Hire solid security staff

Become a trusted business advisor
Identify C-level team members
Create monthly reports

Follow the three C’s

AgentZ} IDS AL X HHZE AIO|EO| EZ, MZ2 IDS M S =% W2 IDSO H251] A2 2 Al

Virtual CISO is a flexible approach to cybersecurity
where businesses outsource the role

of Chief Information Security Officer (CISO)
to a third-party provider. <\{\\\Q§ Al AgentE S

https://www.techmagic.co/
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